Mn.)l"‘HE
HSSW[ID\WMN”Q“Q( Edutaton

Bu&{vﬁ é—»&;ﬁm

NEW PROGRAM PROFPOSAL FORM

Sponsoring Institution(s): University of Central Missouri
Program Title: Cyberscourity
Degree/Certificate:  Bachelor of Science

Options: None

Delivery Site(s): Watrensburg, Missouri

CIP Classification: 11,1003

Implemenﬁation Date: Fall 2015

Cooperativé Partners: None

AUTHORIZATION:
m 2~ ¥-2015

Dr. Michael J. Greile, Associate Provost for Achemlc Programs and Services

Name/Title of Institutional Officer Signature Date

Dr. Xiaodong Yue, yne@ucino.edu 660-543-4930

Petson to Contact for More Information ~ Telephone

www.dhe.mo.gov + info@dhe.mo.gov
205 Jefferson Strest, P. O. Box 1469, Jefferson City, MO 65102 « (§73) 751-2361 + (800) 473-
8757 + Fax (573) 751-6635



r4
Wasovi Depadmedt of Hghes Edication

STUDENT ENROLLMENT PROJECTIONS

Year 1 2 3 4 5
Full Time 15 25 40 55 70
Part Time 0 0 5 5 5
Total 15 25 45 60 75

Please provide a rationale regarding how student enrollment projections weye

calculated:

Due to the high market demand in the region and an insufficient number of Cybersecurity
professionals available to fill the open positions, the program is expected to grow and achieve the
above projections. Enroliment in the Cybersecurity program at Southeast Missouri State
University grew to 100 students in three years since it started, We expect similar enrollment

projections in this part of Missouri.

Provide a rationale for proposing this program, including evidence of market

demand and societal need supported by research:

Background

The Cyberspace Policy Review [1], published in 2009, argued for a national strategy to develop a
cybersecurity workforce adequate in numbers and expertise to secure the United States in
cyberspace. The latest undergraduate cutriculum guidance on computer science (CS2013) [2]
prepared for institutions of higher education by the Association for Computing Machinery (ACM)
Education Board and the Institute of Electrical and Eleotronics Engineers (JEEE) Computer
Society includes information assuratice and security as a key body of knowledge in the computer
science undergraduate curriculum. The information assurance and security knowledge area has
organized topics vital to cybersecurity. CS52013 also embedded many cybersecurity topics in

other key knowledge areas in computer science such as software engineering, software

development fundamentals, system fundamentals, programming languages, parallel and
distributed computing, networks and corumunications, and operating systems.
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As a result, the Department of Mathematics and Computer Science at the University of Central
Missouri (UCM) is requesting approval for a new program, a B.S. in Cybersecurity degree, The
proposed addition is important to the UCM Department of Mathematics and Computer Science’s
continuing efforts to enhance its contributions to prepare the 21st century technical workforce in a
STEM field of national interest,

Market Demand
This program will be the first of its kind in Central and Western Missouri to cater to the growing

matket demand of skilled cybersecurity professionals. A quick job search on October 22" on
indeed.com for cybersecurity returned 55 different positions in Missouri just for the month of
October alone, many of which are in the Kansas City area [3]. Many such positions remain
unfilled for a long time due to a shortage of skilled manpower in cybersecurity, Cybersecurity
jobs are no longer only in highly specialized niche organizations. Instead, these jobs now span all
sectors from defense, homeland security, and financial institutions to healtheare, law
enforcement, and education, According to the Bureau of Labor Statistics [4], the outlook for
cybersecurity jobs (a typical position is information security analyst) is very positive.

Information Security Analysts

2012 Median Pay $86,170 per year
Entry-Level Education Bachelor’s degree
‘Work Bxperience in a Related
Occupation Less than 3 years
On-the-job Training None
Number of Jobs, 2012 75,100

- {3% {Much faster than
Job Outlook, 2012-22 average)
Employment Changs, 2012-22 27,400

According to another Bureau of Labor Statistics data reported by www.careerinfonet.org,
cybersecurity is the second fastest growing occupation in the United States with a projected
growth rate of 37% over the next decade [5].

Top 1@ Fastest-Growing Occupations in US
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Many defense contractors located in Missouri hire cybersecurity professionals in vatious roles
like information security analyst, security engineers, security architect, security administrator, and
cryptographer. In Missouri, cybersecurity is the third fastest growing occupation with a projected
growth rate of 28% over the next decade [S].

Top 10 Fastest-Growing Occupations in Missouri
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i Interpreters and Translators _ 860 1,270 33%

2 Food Sclenfists and Technologists 630 820  30%
f-QT--'ﬂ—Informatlon SacurltyAnaiysts el T A4S0 910 i 28%. Ll
4 Maeting, Convenflon, and Event Ptanners 2,020 2,580 28%

5 Operatlons Research Analysts . . 910 . 1,150 27%

6 Market Research Analysts and Marketing Speciallsts §,620 | 8,240 26%

7 Logisticlans : _ 2,240  .2790  25% -

8 Geoaraphers 30 40 24% .

¢ CostEstimators B 5010 6180  23%

10 Acluaries 610 750 23%

USNews has ranked Cybersecurity fifth in the list of top college majors that lead to jobs [6]. In an
article in Washington Post, Tom Kellerman, a former member of the President’s cybersecurity
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commission was quoted “The government nceds to hire at least 10,000 experts in the near future
and the private sector needs four times that number” [7]. A. survey reported by CIO revealed that
Cybersecurity salaries are three times the national average [8].

Student Demand
There are currently 181 schools spanning 43 states that have been designated by the National

Security Agency as National Centers of Academic Excellence in Information Assurance
Education [9]. This designation is given to schools offering cybersecurity programs that meet
certain program quality requitements and help the country meet its demand of cybersecurity
professionals. In addition there are 44 schools as of 2012, that have been designated by the
National Security Agency as National Centers of Academic Excellence in Information
Assurance/Cyber Defense [10]. Many of the designated schools are regional universities and 2-
year colleges, Most designated institutions have seen a growth in enrollments in their
cybersecurity programs in the last 5 years and this growth is expected to continue given the strong
student interest and demand and a sirong market demand. The total number of designated
institutions reflects a growing popularity of cybersecurity as a major among students.

A significant percentage of graduates with cybersecurity skills are nonresident aliens who are
unlikely to be given security clearances required for many cybersecurity jobs {11]. The
undergraduate programs atiract more domestic students compared to graduate programs. Our
program expects to contribute towards filling this void of skilled cybersecurity workers that are
also US citizens. '

We have received many inquiries from our undergraduates about specializing in cybersecurity.
We also receive numerous inquities from military personnel stationed at Whiteman AFB about
cybersecurity offerings from our department. We feel that cybersecurity as a discipline has grown
and evolved to a level where a course or two on security aspects of computer science can not
provide a broad perspective of various aspects of cybersecurity. An entire program with a right
mix and balance f courses on cybersecurity is the right approach to provide a strong foundation
for cybersecurity skills in the 21* century. The program will cater to student demands to learn
popular topics like countering hacking, protecting software from reverse engineering, computer
virus detection, cryptographic security of online transactions, preventing network intrusions, efc.

Societal Need _
Recent cyber attacks on large retailers like Target [12] and large banks like JP Morgan Chase [13]

again highlighted the need for increased cybersecurity education and training of the existing
workforce and preparing a new generation of cybersecurity wotkers ready for securing our
cyberspace from intruders and attackers. The Federal government has recognized the imporfance
of cybersecurity at all levels and a Comprehensive National Cybersecurity Initiative (CNCI) was
established by President George W. Bush in 2008 and continued by President Obama [14]. CNCI
Initiative#8 puts emphasis on expanding Cyber Education “to develop a technologically-skilled
and cyber-savyvy workforce with the right knowledge and skills”. This led National Institute of
Standards and Technology (NIST) to start the National Initiative for Cybersecurity Education
(NICE) that involves Department of Homeland Security (DHS), National Science Foundation
(NSF), and Department of Education (DoE}) [15]. These federal agencies have started programs to
help increase the skilled cybersecwrity workforce, One of these programs is the designation of
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institutions as-National Centers of Academic Excellence in Information Assurance and Cyber
Defense by the}NationaI Security Agency (NSA) [16].

With the establishment of the United States Cyber Command in 2009, more military personnel
require cybersecurity training and education, Our program can support this need of the military
given the proximity to Whiteman AFB. Many officets have contacted us recently inquiring about
cybersecurity offerings at UCM. A full-fledged undergraduate program on cybersecurity will
show our commitment and give us visibility among the militay.

Duplication and Collaboration: If similar programs currently exist in Missouri, what makes
the proposed program necessary and/or distinct from the others at public institutions, area
voeational technical scheols, and private career schools? :

Given the University of Central Missouri’s statewide mission in applied sciences and technology
programs, UCM is in some way a natural home for the proposed B.S. in Cybersecurity program,
Two universities in Missouri are currently offering undergraduate programs in Cybersecurity:
Lindenwood University and Southeast Missouri State University. Due to geographically
unbatanced locations of undergraduate Cybersecurity prograins (Both existing programs are
Jocated in the east half of the state), the closest institution offering a undergraduate Cybersecurity
program is approximately 200 miles away from Warrensburg, On the other hand, a clear majority
of UCM students are from our traditional 21 service counties and are tied to this area by jobs
and/or family responsibilities. Many of the students have circumstances making going elsewhere
to college impossible, The options available to them are largely determined by the options
provided at UCM. Purthermore, there ate family concerns requiring entry into the selected -
program as fast as feasible for financial reasons. As a comprehensive regional university with a
statewide mission in applied sciences and technology programs, it is our mission to provide
Missouri citizens in our service region and/or beyond more access to affordable undergraduate
study in Cybersecurity within reasonable driving distance.

Does delivery of the program involve a collaborative effort with any external institution or
organization? If yes, please complete Form CL.

No. The current Computer Science faculty members at UCM are qualified and sufficient to
handle the new program. Delivering the program will not involve collaborative efforts with any
external institution or organization.
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PROGRAM STRUCFURE

A, Total credits required for graduation: 120

B. Residency requivements, if any: 30

C. General education: Total credits: 42

Courses (specific courses OR distribution area and credits):

Course Number Credits | Course Title

CS 1000 3 Computers and Modem Socioty

CTE 3060 3 Technical Writing

ACST 1300 3 Basic Statistics

CJ 1000 3 Tutro te Criminal Justice

COMM 1000/1050 |3 Public Speaking/Foundation of Oral Communication Competency
%‘183{030/MATH 3 Intro to Computer Programming/Applied Calculus
Areas/Catepory Credits | Notes

Writing I 3

Managing Info. 2

Literature 3

Fine Arts 3

Knowledge Area I 3 Choose a course from Literature/Fine Arts or Languages/Humanities _
Science with Lab 4

History 3

Social Sciences 3

D. Major requirements: Total credits: 70

Core Courses (52 credits):

Course Number

Credits

Course Title

CS 1000

3

Computer Programming I
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Cs 1110 3 Coinputer Programming il
€S8 2200 3 Intro to Computer Organization
CS 2300 3 Data Structures
CS 2400 3 Discrete Structures
C3 3130 3 Secure Programming
CS 3300 13 Tntro to Cryptography
CS 3500 3 C and UNJIX Environment
CS 4300 3 Algorithin Design and Analysis
CS 4500 3 Operating Systeims
CS 4600 3 Database Theory and Applications
CS 4800 3 Computer Networking
CS 4820 3 Computer Security
CS 4920 13 Senior Project
NET 1060 3 Tntro to Networks
NET 1061 3 Routing and Switching Essentials
NET 3068 4 Network Security I
Electives Group I (9-12 crédlts):
Course Number Credits | Course Title
CS 4010 3 Special Problems in Cybersecurity
CS 4610 . 3 Infro to Cloud Computing
CS 4620 3 Big Data Systems
CJ 3450 3 Intro to Computer Forensics

i
Electives Group II (6-9 credifs):

-Course Numbey Credits | Course Title

CS 4020 3 Internship in CS

CS8 3110 3 Application Programming with C¥# and .NET
C8 3120 3 Web Programming

CS 3200 3 Computer Architecture

CS 4110 3 Mobile App. Programming with Android

www.dhe.mo.gov +» info@dhe.mo.gov
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D
Msmiut\pamwnt of Highet Edcation

3“‘"”% il

CS 4120 3 Advanced App. Programmmg with Java
CS 4510 3 Iniro to Distributed Systems

C5 4700 3 Artificial Intelligence

CS 3800 3 App. Development with VB.INET

CS 4910 3 Software Development

NET 2060 3 Sealing Net\'.:clyrks

NET 2061 3 Connecting Networks

E. Free elective credits:
8
(Sum of C, D, and E should equal A}

F. Requirements for thesis, internship or other capstone experience:

CS 4920 Senior Project serves as a capstone course for the program which is required. Internship
(CS 4020 Internship in CS} is optional to the students.

G. Any unique features such as interdepartmental cooperation:

N/A
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PROGRAM CHARACTERISTICS AND PERFORMANCE GOALS

Institution Name: University of Central Missouri
Program Name: Bachelor of Science in Cybersecurity
Date: Fall 2015

{Although all of the following guidelines may not be applicable to the proposed progtam, please
carefully consider the elements in each area and respond as completely as possible in the format
below. Quantification of performance goals should be included wherever possible.)

1. 8tudent Preparation
»  Any special admissions procedures or student quahﬁcatlons required for this program
which exceed regular university adiissions, standards, e.g,, ACT score, completion of
core curriculum, portfolio, personal interview, etc. Please note if no special preparation
will be required.

No special admission procedures or student qualifications required. The proposed
program will adopt the same admission criteria for undergraduate students at UCM.

« Characteristics of a specific population to be served, if applicable.
N/A

2. Faculty Characteristics
»  Any special requirements (degree status, training, etc.) for assignment of teaching for this
degteefcertificate.

Ph.D. in Computer Science or a closely related area required for tenure track faculty.
M.S. in Computer Science or a closely related area required for non-tenure track faculty.

» Estimated percentage of credit hours that will be assigned to full time faculty. Please use
the term "full time faculty” (and not FTE) in your descriptions hete.

All courses will be taugiit by full-time faculty.

= Expectations for pl:ofessional activities, special student contact, teaching/learning
innovation.

Fuaculty teaching in this program will be expected to be professionally active, as
evidenced by peer reviewed publications and/oy externally funded grants. Faculty will
also be expected to attend and/or present at professional meetings, participate in
workshops/seminars in areas related to theiy specialties and be involved in other related
professional activities. Faculty are expecied to continue improving their teaching by
keeping up to date on material or pedagogy. '
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3, Enrollment Projections

*

Student FTE majoring in program by the end of five years.
75 students

Percent of full time and part time enrollment by the end of five yeats.

94% firll time, 6% part lime

4, Student and Program Oufconies

“1

L

Number of graduates per annum at three and five years after implementation.

4

Three years-10, Five years-15
Special skills specific to the program,

Graduates with a Bachelor of Science degree in Cybersecurity will demonstrate the
Jollowing specific student outcomes:

- An ability fo apply knowledge of computing and mathematics appropriate to the
progranm’s student outeomes and to the discipline.

- An ability fo analyze a problem, and identify and define the required cybersecumy
components appropriate to its solution.

- An ability to design, implement, and evaluate a computer-based system, process,
component, or program to meet desired needs.

- An ability to fimction effectively on teams to accomplish a conmon goal,

- An understanding of professional, ethical, legal, security and social issues and
responsibilities.

- An ability to communicate effectively with a range of audiences.

- An ability to analyze the local and global impact of computing on individuals,
organizations, and society.

- Recognition of the need for and an ability to engage in continning professional
development.-

- An ability to use current techniques, skills, and tools necessary for securing the
cyberspace,

Proportion of students who will achieve licensing, certification, or registration.

N/A4

Performance on national and/or local assessinents, e.g., percent of students scoring above
the 50th percentile on normed tests; percent of students achieving minimal cut-scores on
criterion-referenced tests. Include expected results on assessments of general education
and on exit assessments in a particular dlsclplme as well as the name of any nationally

recognized assessments used.

None available
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+  Placement rates in retated fields, in other fields, unemployed.

95% in Cybersecurity related fields, 5% in other fields, 0% unemployed

= Transfer rates, continuous study.

N/4

5. Program Accreditation
¢ Institutional plans for accreditation, if applicable, including acer edmng agency and
timeline. If there are no plans to seek specialized accreditation, please provide a
rationale.

The program will seek ABET accreditation, UCM will also seek recognition as a
National Security Agency (NSA) designated Center for Academic Excellence (CAE} in
Information Assurance/Cyber Defense (IA/CD) two years after the program staris. An
institution is eligible to apply for CAE I4/CD designation only after the IA/CD program
(Cybersecurity) has been in effect for two years. '

6. Alumni and Employer Survey _
«  Expected satisfaction rates for alumni, including timing and method of surveys.

Around 90% satisfaction. Survey will be sent fo graduates ot periods of one and three
years after their graduation to gauge how the program has prepared them for their
careers, Data from the survey will be compiled and analyzed fo improve the quality of the

progrant.

»  Bxpected satisfaction rates for employers, including timing and method of surveys.

Around 90% satisfaction. Survey will be sent to employer(s) every three years requesting
their input on quality of the program and its graduates. Data from the survey will be
compiled and analyzed to improve the quality of the program. The UCM Cybersecurity
Advisory Board, which meets once per year, will also provide input during the meeting.

7. Institutional Characteristics
s Characteristics demonsirating why your institution is particutarly well equipped to
support the program,

Founded as a teacher's college in 1871, the University of Central Missouri has
maintained its commitment to excellent teaching. UCM has a statewide mission in
applied sciences and technology programs. Our average undergraduate class size is 24.

. UCM's six-month job-placement rate for undergraduates is 92 percent, and, reflecting
onr excellent financial support packages, our students benefit from one of the lowest
student-debi ratios in the state. Publicly supported, richly diverse in our people and
programs, UCM offers a remarkable educational experience.
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